Cemb npaBun 6e3onacHowu
pPaboTbl HA NepCcoHarIbHOM
KOMMnbloTepe



YI'PO3bl, KOTOPBIE NOACTEPEIAKOT HAC

* YA3BMMOCTU HYNEBOIO AHSA B NporpamMmHoOM obecrneveHunm

e Owwunbkm KOHDUrypauum nporpaMmMHoOro 1 annapaTtHoro obecneyeHus
« CoumnanbHaga nHxeHepus (MaHUNynMpoBaHue)

e QuwmnHr (odbmaH)

* ATaKuM Ha «LEeno4vKky NocTaBLLNKOBY

%% 47.910-7432838
3 & nvi@itadvisor.ru
o NttPs://www.itadvisor.ru



KAK 3TO MOXXET BO3[ENCTBOBATb HA HAC

* B3nom pabouero komnblotepa
* B3nom gomalwiHero komnbloTepa
* B3s10M mobUABHOrO YCTPOMUCTBA

* B3s10M Npoumx ycTpomncTs (MapLipyTHU3aTop, TeNeBmn3op, ymHas
KOJIOHKA, XONOAUNbHUK U T.A.)

+7-910-7432838
nvi@itadvisor.ru
https://www.itadvisor.ru




SALLNTA: TEOPUNA N INMPAKTUKA

« 30paBblv CMbICST U NAapaHouaanbHbIN NOAXoA
« HacTtponka komnbroTeEpa 1 MOBUMIBHOIO YCTPOWUCTBA
« CeTun c HyneBbIM OOBEPUEM, BUPTYanu3auus, rpynrnoBbie€ NONUTUKK

« TepmuHanbHble cepBepbl U depmbl, VDI (MHPpacTpykTypa BUPTYaribHbIX
pabo4ynx cTosnos)

e TOHKME KIIMEHTHI
* Cucrembl moHunTopuHra: SIEM,IDS, IPS

%% 47.910-7432838
y i_ % nvi@itadvisor.ru
o NttPs://www.itadvisor.ru



CEMb MPABWIT BE3OMACHOW PABOTHI

PaboTta 6e3 npaB agMuUHMUCTpaTopa

[TonnTmnka orpaHUYEHHOro NCNOMNb30BaHMS NPOorpamMm
OTKNo4YeHNE HENCNONb3YEMbIX CNYX6

ObHoBNEHUSA

Pe3epBHOE KONMpoBaHue

bpaHamayap

AHTUBUPYC

NOoO R owh =

=% 17.910-7432838
y i_; nvi@itadvisor.ru
B Dttps://www.itadvisor.ru




PaboTta 6e3 npaB agMUHUCTpAaTopa

KaK nposepuThb:
 KomaHgoun net user %USERNAME%, rne %YUSERNAME%=nornH nonb3oBaTens

CAWindowshsystem32\cmd.exe

C:\>net user USER

User name user
Full Name user
Comment

868 (System Default)
Ye
Never

15.82.282

rd geable
ord required

fUser may change password

tations allowed
g ript
User profile
Home directory
Last logon 15.04.2024 4:17:42
Logon hours allowed

Local Group Membershi

“"“‘“ +7-910-7432838 Global Group members
i 5 nvi@itadViSOI’.ru The command completed s
e Ottps://www.itadvisor.ru




PaboTa 6e3 npaB agMunHUCTpaTopa
KaKk npoBepuTb:

» [padomnyecknn nHtepdenc, lNyck — BoinonHnte — lusrmgr.msc

General
@ Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you. @I’I Administrators ) /]
Open: | lusrmgr.msd] ) v|
e Description: Administrators have complete and unrestricted access
to the computer/domain
Members: i
| 0K | | Cancel ! | Browse... ‘ EMM}

_ Changes to a user's group membership

'A."“Aﬂ +7-910-7432838 | Remove 3;eernlztg:iefive until the next time the
y i_ % nvi@itadvisor.ru
e Nttps://www.itadvisor.ru




[TonnTnka orpaHM4YeHHOro NCNOSb30BaHUA MPorpamMm
Software Restriction Policy (SRP)

KakK paboraer:

« 3anpelLleHo 3anyckaTb BCe NporpamMmmbl, KpoOMe paspeLLlEHHbIX

KaK BK/IlOYaeTcAa:

* [lyck — BbinonHnute — gpedit.msc




Software Restriction Policy (SRP)

Local Group Policy Editor

File  Action View Help
&= | 75|
E_T Local Computer Policy

~ & Computer Conﬁgulaﬂ:}}_} & No Software Restric
5 [ Software Settings
~ ] Windows Settings
5 || Mame Resolution Policy

Software restriction policies ar

i) Scripts (Startup/Shutdown) To define software restriction |
» M= Deployed Printers
v i Security Seﬁing;‘:l Mote: After initially creating sc

b3 Eﬂ Account Policies

b3 Ea Local Paolicies

» [ Windows Defender Firewall with Ad'
] MNetwork List Manager Policies

> [7] Public Key Policies

C> :js ft A= T T -
s @ Applicati Mew Software Restriction Policies
> 3 IP Securit Al Tasks >
5[] Advancel

> ol Pelicy-based View ’

5 7] Administrative T
v i}, User Configuration

» [] Software Settings

5[] Windows Settings

'A."“A‘ +7_910_7432838 5 ] Administrative Templates
, 1 % nvi@itadvisor.ru
e Nttps://www.itadvisor.ru

Help




KOHCYJIbTAHT

Software

LOCal LOMPUTEr FONcy
&l Computer Configuration
» [ Software Settings
v [ Windows Settings
» [ 7] Mame Resolution Policy
=] Scripts (Startup/Shutdown)
» = Deployed Printers
v é Security Settings
» Ca Account Policies
¥ .3 Local Policies
» [ ] Windows Defender Firewall with Ad'
7] Metwork List Manager Policies
» ] Public Key Policies
+ | Software Restriction Policies
] Security Levels
| Additional Rules
» [ | Application Control Policies
¥ a IP Security Policies on Local Compu
» ] Advanced Audit Policy Configuratic
5 ulli Policy-based QoS
» ] Administrative Templates
i, User Configuration
» [ Software Settings
3 [0 Windows Settings
5 ] Administrative Temnplates

+7-910-7432838
nvi@itadvisor.ru
https://www.itadvisor.ru

Restriction

Object Type
= Security Levels
[7] Additional Rules

Enforcement

i'O_n:J Designated File Types
w Trusted Publishers

Polic

Enforcement Properties

General

Apply software restriction policies to the following:
() Al software files except libraries {such as DLLs)

(®) Al software files ?
Mote: ff the defadl isallowed. applying software restriction policies

to libraries requires you to set rules for all the libraries used by a program in
order to use the program.

Apply software restriction policies to the following users:
(@) Al users

(O) Al users except local administrators
When applying software restriction policies:

(C) Enforce certfficate ules

(®) Ignore certfficate rules

/A, Mote: Certfficate nles will negatively impact the performance: of your
machine.

ok | [ Cancel || Appy




Software Restriction Policy (SRP)

nputer Palicy

Mame

’:‘ C“S”f‘?“'af'“” 4| %HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SystemRoot %
iftware Settings

: 2 E\' YeHEKEY_LOCAL_MACHIME\SOFTWARE\Microseft\Windows\CurrentVersion\ProgramFilesDir%
indows Settings

| Narne Resolution Policy _\
| Scripts (Startup/Shutdown)
1 Deployed Printers
y Security Settings
ﬁ Account Policies
[3 Local Policies
| 7] Windows Defender Firewall with Ad
[ ] Metwork List Manager Policies
] Public Key Policies
|| Software Restriction Policies
|| Security Levels
| Additional Rules _J
[ ] Application Control Policies
g IP Security Policies on Local Compu
7] Advanced Audit Policy Configuratic
| Policy-based QoS
Irninistrative Ternplates

922 .7.910-7432838 bk
, 1 & nvi@itadvisor.ru
e Dttps://www.itadvisor.ru




Software Restriction Policy (SRP)

NMpumep paspewarowmx npasun SRP:

%HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SystemRoot%
%HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\ProgramFilesDir%
%HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\ProgramFilesDir (x86)%
%HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\ProgramW6432Dir%




Software Restriction Policy (SRP)

NMpumep 3anpewjatowmx npasmn SRP:

 %HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Print\Printers\DefaultSpoolDirectory)
 %HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SystemRoot%Temp

* %HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SystemRoot%Tracing

 %HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SystemRoot%Tasks

* C:\Windows\System32\Microsoft\Crypto\RSA\MachineKeys




Software Restriction Policy (SRP)

NMpumep gononHUTenbHbIX 3anpeLwarowmx npasmn SRP:

bcdedit.exe
cipher.exe
cscript.exe
wscript.exe
vssadmin.exe
hh.exe
powershe*.exe
mshta.exe
wmic.exe




Software Restriction Policy (SRP)

viber.com/ru/download/ Bp & & 0 &
KakK 310 Bbirnagur s
Ha npaKkTuKe: -
* (CKaumBaem

SATPY3WTE SATEY3SHMTE

* 3anyckaem
* bnokupyem nA cMapT¢oHa Viber ana komnbtloTepa

MpUnoxeHne ANG KOMNBHTERE Ha
Windows, Mac 1nu Linux
CUHXDOHW3MPYETCH CO CMapTMoHOM
HTo6bl akTUBMpOoEaTE Viber Ha

ETITON KOMMbHOTEPE, BaM NOTPedyeTCs

Dogle Play feiicTeyolwan y4éTHas 3anucs Viber Ha

CMapTOOHE.

CkavaTtb ana Windows

Download on the

=% 17.910-7432838 App Store
, 1 % nvi@itadvisor.ru
K.,E;h}m https://www.itadvisor.ru
EXPLORE IT ON

AppGallery

HY¥Ha NOMOLUE /




Software Restriction Policy (SRP)

s

Mame Date modified Type

Kak 3to Bbirnagur & Vibersetup 14052024040  Application
Ha NpaKTUKe:

* CKauumBaem
* 3anycKaem
* bnokupyem

+7-910-7432838
nvi@itadvisor.ru
https://www.itadvisor.ru

Size

145 580 KB




Software Restriction Policy (SRP)

KakK 3To BbIrnagut
Ha NpaKTUKe:

* CKauumBaem
* 3anycKaem
* bnokupyem

This app has been blocked by your system
administrator.

Contact your system administrator for more info.

nvi@itadvisor.ru
https://www.itadvisor.ru




OTKIO4YEHNE HENCNONb3YEMbIX CIY»KO

KaK nposepuTb:

* [padounyecknn nHtepdeunc, lNyck — BbinonHnTeL — services.msc

File Action View Help

&2 |EH d= HE »»anw

% Services (Local)

; Bl
Select an item to view its description,  Name Description Status Startup Type

@ MNet.Tep Port Sharing Service Provides ability to share TCP ports over the net.tcp protocol. Disabled
::%Netlogon Maintains a secure channel between this computer and the domain cont.., Manual
:@, MNetwork Connection Broker Brokers connections that allow Windows Store Apps to receive notificati..  Running  Manual (Trigger Start)
:@, Metwork Connections Manages objects in the Network and Dial-Up Connections folder, in whi... Manual

-@Q MNetwork Connectivity Assistant Provides DirectAccess status notification for Ul components Manual (Trigger Start)
5 Metwork List Service Identifies the networks to which the computer has connected, collectsa..  Running  Manual
ok Network Location Awareness Collects and stores configuration information for the network and netifi..  Running  Automatic

i Network Setup Service The Network Setup Service manages the installation of network drivers a... Manual (Trigger Start)
@ Metwork Store Interface Service This service delivers network notifications (e.g. interface addition/deletin.. Running  Automatic
@ Office Source Engine Coxpanenne ycTaHoseqHeR Gainoe 4nA nocnegyrowere oGHOBAEHNA 1. Manual
o " - +7-91 0-7432838 -é}, Offline Files The Offline Files service performs maintenance activities on the Offline F... Disabled
= % nVi@itadVisor. ru -;'5:.-‘;}, Open55H Authentication Agent Agent to hold private keys used for public key authentication. Running  Automatic
4 wt- ) . . \% Open55H 55H Server 55H protocol based service to provide secure encrypted communication... Manual
e Ottps://www.itadvisor.ru by




OTKIMOYEHNE HENCTIONB3YEMbIX CITYXK0D

OTkntouaem cnyxoéy NLA:

 [1BOMHOWN LLENYOK Ha cnyxbe — Tun
3anycka — OTtkntoveHo (Disable)

=% 17.910-7432838
3 & nvi@itadvisor.ru
o Nttps://www.itadvisor.ru

Metwork Location Awareness Properties (Local Computer)

General LogOn Recovery Dependencies

Service name: MlaSvc
Display name: Metwork Location Awareness
Description: Collects and stores configuration information forthe s,

network and notfies programs when this information ki

ie remAfiad K this sariica o sbemmad  coefio estice

Fath to executable:

C A Windows ' System 32 svchost exe 4 Network Service p

Startup type: Disabled A
Automatic (Delayed Start)
Automatic
Manual

, Uigabled
Sernvice status: i i
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

oK Cancel Apply




ObssaTenbHas yctTaHOBKa OOHOBIEHUN

BKAlOUaem aBTOMaTUUYECKYIO YCTAaHOBKY OGHOBNAEHUA:
1. Tlyck — ObHoBMNeHne

2. [lyck — BbinonHnTtb — C:\Windows\System32\control.exe /name
Microsoft.WindowsUpdate

=% 17.910-7432838
y i_; nvi@itadvisor.ru
B Dttps://www.itadvisor.ru




Pe3epBHOE KonnpoBaHUe

MporpammHoe obecneueHne gna pesepBHOro KONMPOBAHMUA:
1. TporpammHoe obecnevyeHne BcTpoeHHoe B Windows
2. BHellHee nporpaMmmMmHoe obecneyveHune, Hanpumep Veeam Backup

=% 17.910-7432838
y i_; nvi@itadvisor.ru
B Dttps://www.itadvisor.ru




bpaHamayap

YTto Takoe 6paHamayasp oH e daiipsonn?

OTO LWUT MexXJy BallUM KOMNbIOTEPOM U MH00bIM
OpPYrMMm yCTPOUCTBOM.

BAXHO!

BpaHamayap, oObIYHO, orpaHuYMBaeT
NOAKIYEeHUA Apyrux yCTpOI/ICTB K BaLuemy
KOMMNbIOTEPY U He orpaHu4YuBaeT NoaKnYeHus
OT BaLlero KOMnblTEepa K ApyruMm yCctTpoucTBam.

gt +7-910-7432838
y i_; nvi@itadvisor.ru
e Nttps://www.itadvisor.ru




bpaHamayap

@ TnaeHas

@ Tnasan bezonacHoctb Windows
alTK napamer ;
| h P P 2 HaliTn napametp 0 | Cnyxba "bezonacHocte Windows" — 370 UcxoAHasA Touka And
npocMoTpa MHPopMaumm o BesonacHocTK M paboTocnocobHOCTK
O6HoBneHWe 1 Ge3onacHOCTe y YCTPOWCTBA, a TakKe ynpaBAeHUa COOTBETCTBYOLLMMM GYHKLMAMH.
O6HoB/IeHWe U Be3onacHoCTb i
OtkpeITe cnyxBy “BesonacHocts Windows"
i 3
x_  Uentp obHoBneruna Windows C UeHTp obHoBAeHKAa Windows
Ob6nactv 3aWwmThl
1
S C IRk docTaRkN M OnTMK3aLMA gocTaBKM
] Q 3awmra OT BUPYCOB W Yrpo3
¥  besonacHocTs Windows ﬂ ) eomaaues s PekomeHayemble AeACTBUA.
s e 8 3alumTa y4eTHbIX 3anucei
T Chyx6a apxvaumu T Cnyx6a apxusauumn PekomeHayeMble AeACTBIA.
ég YcTpaHeHue Henonajok ﬁ YcTpaHeHve Henonagok (‘B BpaH,qMayspuM Sal'l"'ma e
0260 T o B R T ey
& BoccraHoBneHve & BocctaHoBAEHME ﬁ YnpaeneHue npuaoxeHuamn u 6payzepom
PekomeHayemMble AeACTBMA.
AkTMBaUMA AkTuBaLma
© = © = Q Be3sonacHocTb ycTpoiictea
Hwkakux feiicTBUiA He TpebyeTca.
A Mouck ycTpoiicTBa A Mouck yCTpoiicTBa
@ [pon3BoAUTENBHOCTE U paboTocnocobHoCTb
CTpoWcTBa
T Ana paspaGotumnkos ff  fina paspa6orumkos yeib

OTueTbl 0 paboToCnocobHOCTU YCTPOCTRE.

-pata +7-910-7432838
, 1 % nvi@itadvisor.ru
e Nttps://www.itadvisor.ru



KOHCYJIbTAHT

bpaHamayap

* Windows Defender Firewall with Advanced Security

File Action VWView Help

o« 252 HE

gF Windows Defender Firewall witl
Inbound Rules
Outbound Rules
®w Connection Security Rules
» B, Monitoring

+7-910-7432838
nvi@itadvisor.ru
https://www.itadvisor.ru

Inbound Rules Filtered by: Enabled

MName

9 Core Metworking - Destination Unreachable (ICMPvE-In) )

ﬂ Core Metworking - Destination Unreachable Fragmentation Meeded (ICMPv4-In)

8 core Metworking - Dynamic Host Configuration Protocol (DHCP-In)

u Core Networking - Dynamic Host Configuration Protecol for IPv8{DHCPYE-In)
9 g
ﬂ Core Metworking - Internet Group Management Protocol (IGMP-In
9 p 9

ﬂ Core Metworking - IPHTTPS (TCP-In)

ﬂ Core Networking - IPvE (IPvE-In) T2

ﬂ Core Metworking - Multicast Listener Done (ICMPwE-1n)

ﬂ Core Metworking - Multicast Listener Cuery (ICMPwE-1n}
ﬂ Core Metworking - Multicast Listener Report (ICMPwE-In)
ﬂ Core Metwoarking - Multicast Listener Report v2 (ICMPvE-In)

s Core Metworking - Neighbor Discovery Advertisement (ICMPvE-In)

3 Core Metworking - Neighboer Discovery Selicitation (ICM
ﬂ Core Metworking - Packet Too Big (JCMPwE-1n)

ﬂ Core MNetworking - Parameter Problem ([CMPvE-In)
ﬂ Core Networking - Router Advertisement (ICMPvE-In)
ﬂ Core Metwarking - Router Solicitation (/CMPw6-In)
ﬂ Core Metworking - Teredo (UDP-In)
ﬂ Core Metwoarking - Time Exceeded (ICMPvE-In)

ﬂ File and Printer Sharing (Echo Request - ICMPvd-In)
ﬂ File and Printer Sharing (Echo Request - ICMPvd-In)
ﬂ File and Printer Sharing (Echo Request - ICMPvd-In)
ﬂ File and Printer Sharing (Echo Request - ICMPvE-In)
ﬁ File and Printer Sharing (Echo Request - ICMPvE-In)
0 File and Printer Sharing (Echo Request - ICMPvE-In)

D

Group

Core Networking
Core Networking
Core Netwoarking
Core Metworking
Core MNetworking
Core Metworking
Core Networking
Core Metworking
Core MNetworking
Core MNetworking
Core Netwarking

Core Metworking

Profile
All
All
All
All
All
All
All
All
All
All
All

Enabled

Core Netwarking
Core Netwoarking
Core Netwarking
Core Netwarking
Core MNetwarking
Core Netwoarking
Core Netwarking
File and Printer Sharing
File and Printer Sharing
File and Printer Sharing
File and Printer Sharing
File and Printer Sharing
File and Printer Sharing

All

All

All

All

All

All

All
Public
Dermain
Private
Private
Public

Domain

Yes
Yes
Yes
Yes
Yes
Yes




Ecnun y MeHsa cTonT aHTMBUpPYC,
9 MOSIHOCTbIO 3alunLLEH
OT BUPYCOB? £

rﬁ# vant

-
.,”’?.

-

— Anekce#n Jlykaukui

613HEC-KOHCYNETaHT
no NHGOPMAaLMOHHO
6e3onacHocT Positive .
Technologies .

(BOHPOC ekcnepTy>

R +7-910-7432838
3 & nvi@itadvisor.ru

o Nttps://www.itadvisor.ru

1", AHTVBMPYC He naHaLies

v

Ecnny Bac cTouT aHTUBUPYC,
TO Bbl HE 3aLLLLEHbI HIA OT Yero.

CyliecTByeT MHOXECTBO CEPBUNCOB,

KOTOpPbl€ NO3BOMAIOT MPOBEPUTH
BPeOOHOCHbIN Kof

Ha HeOEeTeKTUPYEMOCTb
NonNynsgpHbIMW aHTBUPYCaMMK

N cpeacTBamMin 3aLnTbl KOHEYHbIX
YCTPOWCTB.

W

CooTBETCTBEHHO, NOMaraTbCy Ha
aHTVBUPYC S 6bl HE CTan, N UMEHHO
No3TOMY B 6a30BbIX PEKOMEHOaLNSAX
no VIb pnsa psnoBbix nonb3oBaTenen
1 KOpnopaunin ycTaHoOBKa
aHTMBUPYCa He BXOOUT Jaxe

B AECATKY 3alNTHbIX Mep.




CIHOPIPAN3!

[lepBble 10 yesioBeK, KOTOpPbIe NPULWIAIOT 3aABKY HA 3/1EKTPOHHYIO MOYTY
support@itadvisor.ru, nosyyat BO3MOKHOCTb HecniaTHO caenaTb
ayaAuUT COOTBETCTBMA HACTPOEK AOMaLUHero KoMmnblTepa cCeMmu npasmniam

6e3onacHoi paboTbl Ha NepcoHanbHOM KomnbtoTepe. MNoaTBepKaeHue, a
TaK)Ke OpraHM3auMOHHbIe MOMEHTbI «KaK M KaKMM 0bpa3om» —Hanuiiem

Ha Bally 3/IEKTPOHHYIO NOMTY.

Mepsoim AECATU 3anucaswumca becnaamHbiii ayoum besonacHocmu.

%% 47.910-7432838
y i_ % nvi@itadvisor.ru
o NttPs://www.itadvisor.ru
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Ccbiniku B Telegram

KaHan «MpoekT "TepmuHanbHan cetb' » Npynna «MpoekT "TepmuHanbHan cetb' »
https://t. me/pts_itadvisor https://t. me/+j3PErSOwuVgzMDZi

= +7-910-7432838
3 & nvi@itadvisor.ru
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